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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.835.
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3
Rationale





In current BEST and GBA solutions, 3GPP network is responsible to derive keys(e.g. KE2Menc, KE2Mint , Ks_(int/ext)_NAF) for UE and application server derived from the root subscriber authentication key K. However, the application server may not want to use this key, which is derived from the 3GPP network authentication key K. They may have a policy, which requires they use their own independently generated key (e.g. application specific key), but still requires the use of features provided by the 3GPP network to distribute such a key. This key issue is to study solutions that allow the generation of an independent key, while continuing to use features provided by the 3GPP network for secure distribution of those keys (e.g. application specific keys).
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X Key Issue #X: secure communication between UE and application server
5.X.1 Issue details
In current BEST and GBA solutions, 3GPP network is responsible to derive keys(e.g. KE2Menc, KE2Mint , Ks_(int/ext)_NAF) for UE and application server derived from the root subscriber authentication key K. However, the application server may not want to use this key, which is derived from the 3GPP network authentication key K. They may have a policy, which requires they use their own independently generated key (e.g. application specific key), but still require the use of features provided by the 3GPP network to distribute such a key. The mechanism can satisfy the demand of application providers who do not wish to establish the secure connection by using only a 3GPP credential. 
In some scenarios, such as when the UE sends sensitive data to application server, the application security policy may require that the 3GPP network operator does not have accesses to that information. In addition, the services provided by the application server may be accessed by multiple applications. Therefore, it is desirable that a solution that addresses this key issue supports establishment of separate application specific keys for each application that are served by the application server.
5.X.2 Security threats
3GPP network may get access to sensitive data transferred between UE and applications which is protected by the key derived from 3GPP network, or from 3GPP network and a pre-shared key (i.e., non-3GPP credential) if the pre-shared key gets compromised.
5.X.3 Potential security requirements
TBD
*************** End of Change ****************
